


Federal Deposit Insurance Corporation (“Agencies”). On behalf of our members, we look forward to
facilitating a constructive dialogue between the Agencies and the banking industry to develop a
notification framework that provides the timely notice of disruptions to the Agencies while not
overburdening the banks we represent. Critical in this discussion is ensuring that there is a balance
between providing the appropriate information when necessary while avoiding overreporting that
has the potential to inundate both the regulators and the regulated.

Generally, OBL, on behalf of our members, believes the proposal can be improved to achieve the
overarching goals in two broad ways—when reporting is required and how reporting is made.
Further, there will likely be additional need to update the proposal in the future as the industry and
service providers change.

The Proposal Requires Clarification to Avoid Overreporting and to Conform with Stated Intent

As currently drafted, the proposal lacks enough specificity to know when and how to report a
computer-security incident and when such incident would rise to the level of a notification incident.
This has the potential to lead to overreporting to the Agencies to avoid missing an event that could
later be deemed as reportable. Overreporting is detrimental to both the Agencies and banks because
it strains staff at the bank to make the report, when it may not be necessary to achieve the stated
goals, and the staff at the Agencies in reviewing what could be reviewed as the reporting of mundane
events that do not rise to the appropriate level. This frustrates the stated goals of only seeking
information on events that result in actual or extreme likelihood of harm or disruption.

To remedy this issue and cut down on the likelihood over the overreporting of incidents that do not
rise to the level of having a deleterious effect on banking organization operations, OBL recommends
that the proposal be modified in the following ways. First, the definition of computer-security
incident should only include an occurrence that results in “actual” harm rather than “actual or
potential” harm as included in the proposal. This removes much of the guesswork for bank employees
in determining what types of occurrences could resultin “potential” harm. To aid in this, the examples
provided in the Proposal should be further clarified to provide additional guidance to banks on what
needs to be reported.

Second, the definition of “notification” incident should be modified to replace the term “believe in
good faith” with “determined” to ensure that only the most significant and potentially problematic
computer-security incidents are reported to the Agencies. This is a more concrete standard that also
provides the time necessary to properly evaluate whether a computer-security incident rises to the
level outlined in the proposal to be reported.

Incorporation of Clear Communication Methods and Requirements

One of the goals of the Proposal is to provide the Agencies with early notice of significant computer-
security incidents. As such, the Proposal states that the notification “is not intended include an
assessment of the incident” which is critical to the 36-hour notice requirement being workable. It can
take significantly longer to have a complete picture of a complex computer-security incident and to
provide a complete assessment of the situation. This must be clearly articulated in the rule.
Additionally, the rule should permit banking organizations to provide notice to Agencies through
existing and commonly used communication channels. This will allow for straightforward reporting
during what can be extremely trying times at institutions of all sizes.








